
May 27, 2022 

MEMORANDUM 

SUBJECT: Notification of Evaluation: 
EPA Compliance with the Federal Information Security Modernization Act for FY 2022 
Project No. OA-FY22-0134 

FROM: LaSharn Barnes, Director 
Information Resources Management Directorate 
Office of Audit 

TO: Kimberly Patrick, Principal Deputy Assistant Administrator 
Office of Mission Support  

Joseph Goffman, Principal Deputy Assistant Administrator 
Office of Air and Radiation   

The Office of Inspector General for the U.S. Environmental Protection Agency plans to begin an 
evaluation of the EPA’s compliance with the Federal Information Security Modernization Act of 2014. 
This evaluation is statutorily required. This evaluation is part of the OIG’s oversight plan for fiscal 
year 2022. This evaluation also addresses the following fiscal year 2022 top management challenge(s) for 
the Agency: Protecting information technology and systems against cyberthreats. 

Our objective is to conduct an independent evaluation of the EPA’s compliance with the U.S. Department 
of Homeland Security Fiscal Year 2022 Inspector General FISMA Reporting Metrics. We plan to conduct 
work at the Office of Mission Support and the Office of Air and Radiation at EPA headquarters. The 
evaluation will be conducted using Quality Standards for Inspection and Evaluation, issued by the Council 
of the Inspectors General on Integrity and Efficiency. The anticipated benefit of this evaluation is to 
contribute to the Agency’s theme of “Embracing EPA as a High-Performing Organization.”  

We will contact you to arrange a mutually agreeable time to discuss our objective. We would also be 
particularly interested in any areas of concern that you may have. We will answer any of your questions 
about the evaluation process, reporting procedures, methods used to gather and analyze data, and what we 
should expect of each other during the evaluation. Throughout the evaluation, we will provide updates on 
a regular basis. 

We have attached our initial documentation requests which include the corresponding FISMA metric 
numbers and responsible offices (Attachment A). These requests relate to the Agency’s information 
technology process and the Analytical Radiation Data System (ARadDS), the Agency’s only High Value 
Asset categorized as a High Impact system. Additionally, the FY22 Core IG Metrics Implementation 
Analysis and Guidelines issued by OMB for FISMA this year can be found in Attachment B for your 
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reference. To expedite our evaluation, please be ready to provide the information listed in Attachment A 
at the entrance conference.  
 
We respectfully note that the OIG is authorized by the Inspector General Act of 1978, as amended, to have 
timely access to personnel and all materials necessary to complete its objectives. Similarly, EPA 
Manual 6500, Functions and Activities of the Office of Inspector General (1994), requires that each EPA 
employee cooperate with and fully disclose information to the OIG. Also, Administrator Michael S. 
Regan, in an April 28, 2021 email message to EPA employees, conveyed his “expectation that EPA 
personnel provide OIG timely access to records or other information” and observed that “full cooperation 
with the OIG is in the best interest of the public we serve.” We will request that you immediately resolve 
the situation if an Agency employee or contractor refuses to provide requested materials to the OIG or 
otherwise fails to cooperate with the OIG. We may report unresolved access matters to the administrator 
and include the incident in the Semiannual Report to Congress. 
 
We will post this memorandum on our public website at www.epa.gov/oig.  
 
cc:  Janet McCabe, Deputy Administrator 
 Dan Utech, Chief of Staff, Office of the Administrator 

Jon Monger, Associate Deputy Administrator 
Wesley J. Carpenter, Deputy Chief of Staff, Office of the Administrator  
Andrew Schreyer, Deputy Assistant Administrator  
Dan Coogan, Acting Director, Office of Resources and Business Operations 
Elizabeth Shaw, Deputy Assistant Administrator for Air and Radiation 
Andrew LeBlanc, Agency Follow-Up Coordinator 

 José Kercado, Backup Agency Follow-Up Coordinator 
Daniela Wojtalewicz, Audit Follow-Up Coordinator, Office of Mission Support 
Michael Benton, Audit Follow-Up Coordinator, Office of the Administrator 
Marc Vincent, Audit Follow-Up Coordinator, Office of Air and Radiation 
Eunjee Koh, Audit Follow-Up Coordinator, Office of Air and Radiation 
Grant Peacock, Audit Follow-Up Coordinator, Office of Air and Radiation 
Marilyn Armstrong, Deputy Director, Office of Resource and Business Operations, Administrative 

Operations Division, Office of Mission Support 
Lindsay Hamilton, Associate Administrator for Public Affairs 
Lance McCluney, Director, Office of Administrative and Executive Services, Office of 

the Administrator 
Jeffrey Prieto, General Counsel, Office of the Administrator 
William Niebling, Associate Administrator for Congressional and Intergovernmental Relations 
Stefan Martiyan, Director, Office of Continuous Improvement, Office of the Chief Financial 

Officer  
Vaughn Noga, Deputy Assistant Administrator for Environmental Information and Chief 

Information Officer, Office of Mission Support 
Regional Audit Follow-Up Coordinators, Regions 1–10  
Elizabeth Shaw, Deputy Assistant Administrator, Office of Air and Radiation 
Andrew Schreyer, Deputy Assistant Administrator, Office of Mission Support 
Brian Epley, Director, Office of Information Technology Operations, Office of Mission Support 
David Updike, Deputy Director, Office of Information Technology Operations, Office of 

Mission Support 
Tonya J. Manning, Director, Office of Information Security and Privacy, Office of 

Mission Support 



Robert Kelly, Director, Office of Information Security and Privacy, Training, Compliance, and 
Oversight, Office of Mission Support 

Sean W. O’Donnell, Inspector General 
Charles J. Sheehan, Deputy Inspector General 
Benjamin May, Counsel to the Inspector General 
Stephanie L. Wright, Assistant Inspector General for Management 
Kellie J. Walker, Chief of Staff, Office of Inspector General 
Katherine Trimble, Assistant Inspector General for Audit  
Paul H. Bergstrand, Assistant Inspector General for Special Review and Evaluation 
Marc Perez, Acting Assistant Inspector General for Investigations 
Jee Kim, Deputy Assistant Inspector General for Management 
Tom Collick, Deputy Counsel to the Inspector General 
Laura B. Nicolosi, Principal Deputy Assistant Inspector General for Audit 
Erin Barnes-Weaver, Deputy Assistant Inspector General for Evaluation 
James Hatfield, Deputy Assistant Inspector General for Audit 
Susan Barvenik, Associate Deputy Counsel to the Inspector General 
Jennifer Kaplan, Deputy Assistant Inspector General for Congressional and Public Affairs  
Jeffrey Lagda, Congressional and Media Liaison, Office of Inspector General 
Lori Hoffman, Congressional and Media Liaison, Office of Inspector General 
 
 



Attachment A
Request 

#
Associated 

FISMA Metric #
Document Request Estimated Relevant Office OIG POC

1 Agency hardware inventory list OMS Sabrena Stewart
Information Component Inventory for ARadDS OAR Sabrena Stewart

2 ARadDS vulnerability scan reports covering system hardware for FY22’s 1st, 2nd, and 3rd quarter.  OAR Sabrena Stewart
3 Report/listing of any unauthorized hardware identified between Oct 2021 - May 2022. OMS Sabrena Stewart
4 Listing of ARadDS incident tickets for FY22’s 2nd and 3rd quarter. OAR Sabrena Stewart
5 ARadDS Firewall configuration settings OAR Sabrena Stewart
6 Last 3 Risk Assessment Reports for ARadDS OAR LaVonda Harris-Claggett
7 Security and Privacy planning policy and procedures relevant to ARadDS OAR LaVonda Harris-Claggett
8 System Security Plan for ARadDS (prior to the version currently in Xacta) OAR LaVonda Harris-Claggett

9
Internal communications (mass emails, meeting minutes) discussing ARadDS risk management to stakeholders from Oct 2021 - May 
2022 OAR LaVonda Harris-Claggett

10 System level POA&Ms for ARadDS from for FY22's 2nd and 3rd quarter OAR LaVonda Harris-Claggett
11 Access control policy and procedures for ARadDS OAR LaVonda Harris-Claggett
12 Names or list of contractors associated with ARadDS operations OAR Alonzo Munyeneh
13 Associated contracts for contractors identified in request #12 above OAR Alonzo Munyeneh
14 RFP for ARadDS OAR Alonzo Munyeneh
15 Documentation of Agency review of ARadDS acquisition package (i.e. Response to RFP) OAR Alonzo Munyeneh
16 20 ARadDS vulnerability scan reports for FY22’s 1st, 2nd, and 3rd quarter.  OAR Alonzo Munyeneh
17 21 System generated evidence (screenshot or export) of database version for ARadDS OAR Alonzo Munyeneh
18 ARadDS operating system authentication configurations OAR Sabrena Stewart
19 E-Authentication Risk Assessment for ARadDS OAR Sabrena Stewart
20 Listing of ARadDS application's privileged user accounts by type OAR Sabrena Stewart
21 List of auditable events for ARadDS privileged users by system type OAR Sabrena Stewart
22 List of users by type and role for ARadDS OAR Sabrena Stewart

23
ARadDS’s reports of SSL (Secure Socket Layer)/TLS (Transport Layer Security) across external communication boundaries for FY22's 
2nd and 3rd quarter OAR Eric K Jackson

24
Supporting artifacts that captures testing of ARadDS’s network access controls or other methods used to prevent and detect untrusted 
removable media OAR Eric K Jackson

25 Digital media destruction and sanitization procedures associated with ARadDS OAR Eric K Jackson
26 Listing of ARadDS media disposed from Oct 2021 - May 2022 OAR Eric K Jackson
27 ARadDS’s DNS records audit logs for FY22’s 2nd and 3rd quarter OAR Eric K Jackson

28
ARadDS system logs that capture web content filters and reports associated with capturing monitoring of inbound and outbound 
network traffic for phishing, malware, and domain filtering  for FY22’s 2nd and 3rd quarter OAR Eric K Jackson

29 Agency Cybersecurity Workforce assessment OMS Sabrena Stewart
30 Action plan for the workforce assessments OMS Sabrena Stewart
31 Latest continuous monitoring report/dashboard that includes ARadDS OAR Alonzo Munyeneh
32 Documentation of continuos monitoring lessons learned communications for ARadDS OAR Alonzo Munyeneh
33 Agency ISCM policies and procedures used for ARadDS OAR LaVonda Harris-Claggett
34 Last 3 ARadDS security control assessments OAR LaVonda Harris-Claggett
35 Name of system used for application security testing OAR LaVonda Harris-Claggett

36
Screen Shots of ARadDS system configurations that captures the implemented security controls to prevent data exfiltration and 
network defenses OAR Eric K Jackson

37 Last recent 2 lessons learned performed on the effectiveness of ARadDS’s incident detection policies and procedures. OAR Eric K Jackson
39 Last 3 ARadDS Business Impact Analysis reports OAR LaVonda Harris-Claggett
40 Contingency Planning policies and procedures associated with ARadDS OAR LaVonda Harris-Claggett
41 Last 3 ARadDS Information System Contingency Plan testing reports OAR LaVonda Harris-Claggett
42 Last 3 After action reports for ARadDS OAR LaVonda Harris-Claggett
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